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1 Overview

Fig. 1. The NetGuardian E16 DX G2

Discrete Alarm and Control Relay Expansion Solution
The NetGuardian E16 DX G2 expands the capacity of the NetGuardian 832 G5 platform (including the 864A) by 16
alarm points and 16 controls.

The E16 DX G2 interfaces to either:
e An RS232 serial ports on the NetGuardian 832A G5 that is configured for point expansion, or
e An RS232 serial port on a NetGuardian 864 DX that is already daisy-chained onto a base NetGuardian.

NOTE: Only a single E16 DX G2 may be connected to a base NetGuardian, and it must be the last expansion in a

daisy chain. Because the E16 DX G2 has only an input serial port and no output serial port, it can only attach itself
to the end of a chain.

NetGuardian 864A G5

NetGuardian 864DX N

= fid Disiads

Fig. 2. An expanded RTU. The NetGué;aian 864A G5 (top) has been Supplefnented by 2 NetGuardian 864DX units
(middle) and a NetGuardian E16 DX G2 (bottom). This configuration has a total of 208 alarm inputs and 40 control
relays. Both of the 864DX units are optional expansions.

Dual, separately fused -48V power
For protection against power failures, the NetGuardian E16 DX features dual redundant -48wvdc power supplies.



2 Shipping List

While unpacking the NetGuardian E16, please make sure that all of the following items are included. If some parts
are missing, or if you ever need to order new parts, please refer to the part numbers listed and call DPS Telecom at

(800) 622-3314.

T -
=

NetGuardian E16 DX G2
D-PK-X2E16

=

I

RJ45 to RJ45 connection cable

D-PR-1028-10C-00

23" Rack Ears
D-CS-325-10A-01

T

3/8" Ear Screws & Washers
2-000-60375-05

Txa

M etric Rack Screws
2-000-80750-03

RXS

3/4 -Amp GM T Fuse
2-741-00750-00

———

Cable Ties

NetGuardian E16 DX G2 User M anual
D-UM-X2E16

USB Cable
D-PR-046-10A-06

19" Rack Ears
D-CS-325-10A-00

x4

Standard Rack Screws
1-000-12500-06

Pads
2-015-00030-00

T

Locking Power Screw Lug Barrier Plugs
2-820-35102-00




3 Specifications

Dimensions:
Weight:
Mounting:
Power Input:
Current Draw:

Fuse:

Operating Temperature:

Operating Humidity:

Interfaces:

Protocols:
Discrete Point Inputs:
Control Outputs:

Visual Display:

1.7"Hx 17.0" W x 6.6" D

2.25 Ibs.

19" rack, 23" rack, or wall mounting
—48VDC (18 to =72 VDC)

250 mA

(2) 3/4 Amp GMT

32° —140° F (0° - 60° C)

0%-95% non-condensing

Two 50-pin connectors for discrete alarms and control relays
1 RJ45 Ethernet jack (not used)

1 RJ45 RS-232 jack

1 USB craft port

DCPx, 2400 baud

16 inputs

16 relay contacts

Dual and Mono Color LEDs



4 Front Panel Connections

INetGuardian E16 DX [

SR T
e

(e
e |

USB Craft Port Status LEDs  Acknowledge
Button

Fig. 3. The NetGuardian E16 DX G2 Front Panel Controls

The craft port, Ack, and LED displays are accessed \ia the front panel, as seen in Figure 3.

5 Rear Panel Connections

Dual 3/4 Discretes 1-16 Controls 1-16
Amp Fuses

100 BaseT
Inputs Comm Port Ethernet

Fig. 4. NetGuardian E16 DX G2 rear panel connections

Connectors for power feeds, alarm inputs, control outputs, and communication lines are on the back panel of the
NetGuardian E16, as shown in Figure 4.

6 LAN Connection

To connect the unit to LAN, insert a standard RJ45 Ethernet cable into the 10/100BaseT Ethernet port on the back
of the unit. If the LAN connection is OK, the LNK LED will light SOLID GREEN. The LAN connection may be used
for upgrading the firmware or testing but is not required for the equipment to function properly.



7 Hardware Installation

Follow this order of steps when installing your NetGuardian E16.

1. Unpack the NetGuardian E16 DX G2 and check parts.
Please see the shipping list to verify that all parts were included in your shipment.

2. Mount the NetGuardian E16 DX G2.
The NetGuardian E16 can be mounted in a 19" or 23" rack.

3. Connect power leads to the NetGuardian E16 DX G2.

4. Connect communication lines to the NetGuardian E16 DX G2.
The NetGuardian E16 has one communication line: a RS232 serial port

5. Connect discrete alarm inputs.
6. Connect control outputs.

7. Connect to the NetGuardian 832 or 864 G5.
You can connect to the NetGuardian E16 DX G2 through the front panel craft port. Please note that the NetGuardian
E16 DXG2 must be the last unit in the chain.

8. Provision the NetGuardian E16 DX G2 and 832A G5.
The NetGuardian E16 DXG2 must be provisioned with a DCP address using the TTY interface via Craft Port
connection. You must provision the NetGuardian 832A G5 to specify the "E16" as the DX type.

7.1 Tools Needed

To install the NetGuardian E16, you'll need the following tools:

B B

Phillips No. 2 Screwdriver Small Standard No. 2 Screwdriver

El

Wire Strippers/Cutter Computer with terminal software or web browser



7.2 Mounting

Fig. 5. The NetGuardian E16 DX G2 can be flush or rear-mounted.
The NetGuardian E16 DX G2 can be mounted in a 19" rack or a 23" rack by using the provided rack ears for each
size. Two rack ear locations are provided. Attach the appropriate rack ears in the flush-mount or rear-mount
locations shown in Figure 5.

Note: Rack ears can be rotated 90° for wall mounting or 180° for other mounting options not shown.

7.3 Power Connection

To connect the NetGuardian to a power supply:

Battery lead left, and Ground right Grounding Lug left, dual power inputs right

1) Insert a battery ground wire into the connector's right terminal (Shown above) and battery lead into
the left terminal and tighten the screws. Insert the connector into the power plug. Attach a grounding
wire to the grounding lug .

2) Ensure the power status LED £%3 is lit up green for correct polarity.
3) Insert the local fuse into the fuse holder.
4) The front panel status LED should flash RED and GREEN to indicate that the unit is operating.

Note: Always use safe power practices when making power connections. Make sure the power wires are
not active before making any power connections



7.4 Communication Lines

FA

Primary

Primary
Comm Port

Fig. 7
Serial Port is in the lower right corner of the NetGuardian E16 DX G2's back panel, as shown in Figure 7.

Yost RS-232 RJ45 Connector

Fig. 8. Serial Port Pinouts



Controls 1-16

CTI6NC
G

7.5 Alarm and Control Relay Connections

Controls 1-16

Discretes 1-16

Fig. 9. Alarm and control relay connectors.

Discrete alarms and control relays are connected to the NetGuardian E16 DX G2 using the two 50-pin connectors on
the back panel, shown in Figure 9. Pinouts for all connections are shown in Figure 10, and alternately in Table A.

Alarms 1-16

el el a5 R R S

FANO

GND

RTNI
RTN2
RTN3
RTN4
RTNS5
RTN6
RTN7
RTN8
RTN9
RTNI10
RTNI11
RTNI12
RTNI13
RTNI14
RTNIS
RTNI16
CTINO
CT2CO
CT2NO
FANO
ANAI+
ANA2+
ANA3+
ANA4+

2 AMI
AMI
77 AMD
AM2)
238 AM3
AM
£ AMA
AM4|
450 AMS
AM
gl AMb
AMS§]
B AMT
AM7
Eg AMS
AMS
34 AMO
AMY
ES AMIO
AMIO
36 AMIT
AMI1
37 AMIZ
AMI2
£ AMI3
AMI3
39 AMI4
AMI4
X0 AMIS
AMISE AMI6
AMI6fL
CTINCE
cricol
CT2NC
FZNCIZ FACO
FACO
ANAL2
ANA2 (]
ANA3-f32
ANA4-r= GND

Fig. 10. Alarm and control connection pinouts.



Alarms 1-16 Controls 1-16
Pin # Pin # Pin # Pin #

GND 1 AM1 26 CTINC| 26 CT9 NC 38
GND 2 AM?2 27 CT 1 NO 1 CT 9NO 13
GND 3 AM3 28 CT1Co| 27 CT9cCO 39
GND 4 AM4 29 CT2CO 2 CT10CO| 14
GND 5 AM5 30 CT2NC| 28 CT 10 NC| 40
GND 6 AM6 31 CT 2NO 3 CT10NO| 15
GND 7 AM7 32 CT3NC| 29 CT 11 NC| 41
GND 8 AMS8 33 CT 3NO 4 CT11NO| 16
GND 9 AM9 34 CT3CO| 30 |[CT11CO| 42
GND 10 AM10 35 CT 4CO 5 CT12CO| 17
GND 11 AM11 36 CTANC| 31 CT 12 NC| 43
GND 12 AM12 37 CT 4 NO 6 CT12NO| 18
GND 13 AM13 38 CT5NC| 32 |[CT13NC 44
GND 14 AM14 39 CT5NO 7 CT 13 NO 19
GND 15 AM15 40 CT5CO| 33 (CT13CO| 45
GND 16 AM16 41 CT6CO 8 CT14CO| 20
17 42 CT6NC| 34 |[CT14NC 46

18 43 CT 6 NO 9 CT14NO | 21

19 44 CT7NC| 35 |[CT15NC 47

LKkDNNO| 20 |LkDNCO| 45 CT7NO| 10 |CT15NO| 22
21 46 CT7CO| 36 |[CT15CO| 48

22 47 CT8CO| 11 |(CT16CO| 23

23 48 CT8NC| 37 |[CT16NC 49

FANO 24 FACO 49 CT8NO| 12 [CT16NO| 24
GND 25 GND 50 GND 25 GND 50

Table A. Alarm and Control connection pinouts.
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8 Connecting viathe USB port

lan E16 DX

—Craft =

The NetGuardian E16's front panel USB craft port.

1. The simplest way to connect to the NetGuardian is over a physical cable connection between your
PC's USB port and the unit's USB craft port. Note: You must be connected via craft port or Telnet
to use the TTY interface. Make sure you are using a standard A-B USB cable (this same cable is
commonly used for USB printers) to make a USB craft port connection. We'll be using
HyperTerminal to connect to the unit in the following example - however, most terminal-emulating
programs are also compatible.

When you first connect the NetGuardian to your PC via USB, a "Found New Hardware" message will
appear:

i) Found Mew Hardware X
CDC R5-232 Emulation

|« L GOOPM
1. Click the "Found New Hardware" message/icon to launch the "Found New Hardware Wizard".
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F

ound Mew Hardware Wizard

Thig wizard helps vou install software for:

CDC RS-232 Emulation Dema

\') If your hardware came with an installation CD
42 or floppy disk. insert it now.

What do you want the wizard to do?

" Install the software automatically [Recommended)

% |nstall from a list or specific location [Bdvanced)

Click Mest to continue.

< Back Pl et = Cancel
L\;

2. Select "Install from a list or specific location (Advanced)"
3. Click "Next >"

Found New Hardware Wizard )

Please choose your search and installation options.

& Search for the best driver in these locations.

Uze the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[T Search removable media (Aoppy, CO-ROM.]

W Include this location in the search:

|I:: WProgram Filez\Comman FilessLogishrd\LagiDriverS j Browse
" Daon't zearch. | will choose the driver ta install

Chooze this option to zelect the device driver from a list. ‘Windows does naot guarantee that
the driver you chooze will be the best match for your hardware,

< Back | Mest > | Cancel

4. Select "Search for the best driver in these locations."
5. Insert NetGuardian Resource Disc (CD) into your PC.
6. Click "Browse"
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Browse For Folder . 2lxl

Select the Folder that contains drivers for your hardware,

[’ﬁ Desktap =
# L] My Documents
= _“ My Camputer
# S ferickson on ‘Server]3Woll\Home! (B:)
B e Local Disk (]
= () NG480G3 (D)
|2 Adobe Acrobat Reader 7
o
H 12) Firrowats-v1.06, 0686
) MIE Files
& & Removable Disk (E:)
# % Removable Disk [F]
i & Removable Disk (G:]
# = Removable Disk (H:]
i AURIGH
# 2% MKTG Server [S:)
B S MKTG Server [T
¥ 2 Public on ‘Server034Sys' 2]
# ) Shared Documents
® |2 Andrew Erickson's Documents
# ‘JJ My Netwark Places
[ 480 G3Web
# ) Advanced Class
H () Archive

(5 bas detal
=1 ke .vJ

To view any subfalders, click 5 plus sign sbove,

7. Select the "Driver" folder of your NetGuardian Resource Disc (CD) and click "OK"

The following message will confirm installation of a new "USB Communications Port"

Found Mew Hardware Wizard

Completing the Found New
% Hardware Wizard
~J

The wizard hasz finizhed installing the software for:

3 1JSE Communications Port

Click. Finish to close the wizard.

| Finish |

8. Click "Finish" to close the Wizard.

Now that the driver has been installed, a new COM port is being emulated on your PC. Before using
hyperterminal, you must confirm the identity of that new COM port (COM1, COM2, COM3...) in the
Windows Device Manager.
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Open
Explore
Search...

tdap Wetwark Eﬁve...
Digconnect Metwark Drive. .

Create Sharkcut
Delete
Rename

Froperties

9. Right-click the "My Computer" icon on your desktop, then click "Manage"

O Computer Management | '_

Q File Action  View ‘Window Help

[l
===

e » | Bm|2

Camputer Managament [Local)

- @ Syztern Tools

-] Event Viewsr

-4 Shared Folders

5 Local Users and Groups

f| Perfarmance Logs and Alerts

vl anager

Removable Storage
Disk Defragmenter
Dizk Managerment
]--@ Services and Applications

(|

e Disk drives

Digplay adapters

b DYD/CD-ROM drives

{28 Human Interface Devices

= |DE ATASATAP contrallers
% |EEE 1394 Bus host cortrollers
=8 Imaging devices

‘2 Keyboards

) Mice and other painting devices
M onitors

Metwork, adapters

& Ports [COM & LPT)

% Processors

& 5C51 and RAID controllers

@, Sound. video and game contrallers
e Storage volumes

g System devices

Universal Senal Bus controllers

10.Click "Device Manager" in the left pane.
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 Conputer Management T e [T
Q File Action ‘iew ‘Window Help |_|El|5|
& - BE TS 2 A =ma

g Camputer M anagernent [Local]
L——_Iﬁ Swpstern Toolz
-z Event Viewer
F#l-5 Shared Folders
S Local Uszers and Groups
B Performance Logs and Alerts
s Device Manager

[—]--& Storage

: Removable Storage
[Dizk Defragmenter
Dizk Maragemant

E]--& Services and Applications

ASE_SILEMT

'Y Computer

g Disk diives

@ Display adapters

s DVD/CD-ROM drives

{8 Human Interface Devices

i IDE ATASATAP controllers

&z |EEE 1394 Bus host controllers

=8 Imaging devices

Keyboards

) Mize and ather pointing devices

& Maritors

[+-E8 Network adapters
-5 Parts (COM & LPT)
Y|SB Communi

% Processors

42 5051 and RAID contrallers

@ Sound, video and game contrallers

w Storage volumes
[~ iy Syster devices
M-

Universal Serial Bus contrallers

11.Expand the "Ports (COM & LPT)" section in the right pane. Look for "USB Communications Port
(COMx)". Note the number of the COM port ("COM3" in the example above).

Now that you know which COM port to use, it's time to launch HyperTerminal (or other terminal

software):

12.Click on the Start menu > select Programs > Accessories > Communications >

HyperTerminal.

i Accessories

ames L4
Starkup 4
fé Internet Explorer

wd Msn

Lﬁl Cwtlook Express

Accessibility

rﬁ Communications
Entertainmment

wud Address Book

& Caleulator

B3 Command Prompt

2 HyperTerminal

* t:; Metwork Conneckion
ﬂ__) Metwork Setup Wizard
[5] Mew Connection wizard

;’,_?. Wireless Mebwork Setup Wizard

13. At the Connection Description screen, enter a  14. At the Connect To screen, use the drop-

name for this connection. You may also select an

icon. The name and icon do not affect
to connect to the unit.

your ability

down menu to select the COM port you found
earlier in the Device Manager.



Erter & name and choose an icon for the connection;

Mame:

leor:

][ Cancel ]

15. Select the following COM port options:

* Bits per second: 9600

* Data bits: 8

* Parity: None

* Stop bits: 1

* Flow control: None
Once connected, you will see a blank, white
HyperTerminal screen. Press Enter to activate
the configuration menu.

oMt Properties
Pont Settings |
Bits per second: 1EZDD vl
Drata bits: | & vl
Stop bits: |1 vl
Flow contral: | MNone .
Restare Defaults
QK I}J [ Cancel ] [ Apply ]
Lt

17. The NetGuardian 's main menu will appear.

Type C for C)onfig, then E for E)thernet. Configure

the unit's IP address, subnet mask, and default
gateway.

Connect To

W NetGuardian 216 G2

Enter detailz for the phone number that you want to dial:

Country/region;

EEH

Phone number; | |

Area code;

Connect using: |::|:|r-.-11

[ OF. H Cancel ]

16. When prompted, enter the default user
name admin and password dpstelecom.
NOTE: If you don't receive a prompt for your
user name and password, check the Com port
you are using on your PC and make sure you
are using the cable provided. Additional cables
can be ordered from DPS Telecom.

“& - HyperTerminal
File Edit Wiew Call Transfer Help

heE @ & s0E

Login: admin
Password: ssesesesesxsxsxsxsx

18. ESC to the main menu. When asked if
you'd like to save your changes, type Y for Y)es.
Reboot the NetGuardian to save its new
configuration.



16

Z Linked : No
# NG 480 G2 - HyperT erminal DHCP " Disabled
File Edit “iew Call Transfer Help Host Name :
T T moEn
Ty ubnet Mask : ; 3 } } .
| & =l Gateway 0 126.10.255.23 {255.255.255.25¢
Unit MAC : 00.10.81.00.53.33 (00.10.81.00.53.
Ulnit Addr S)ubnet Glateway DJHCP Hlost (ESC
I—Ggln: admin E)thernet $)tats n{V¥)ram re(Bloot (ESC) ?
Do vou want to save changes (w/N) : _

lLogged 1n successfully.

NetGuardian488 G3 v1.8D.0687
(c)2009 DPS Telecom, Inc.

Clonfig Pling D)ebug e(¥)it 7?

9 Bypass Password

Hold button while unit is booting up to bypass password in the event of a forgotten password.

10 Setting the DCP Address

To set the DCP address on the NetGuardian E16 DX G2, connect to the TTY interface.
Note: The default DCP address is "1'. Most likely you will not need to change this.

To connect to the TTY interface, connect a serial port on your PC to the front craft port on the E16 DX G2 using
the included USB cable.

Use terminal software such as Hyperterminal or PUTTY to establish a connection (9600 baud).

=]
Prillmaryfort re(bjoot (ESC) ¥ 1
Part lupe @ 282 Heaud L
Parytw : no Stop o |
Flouw 1 Hone
RTS Head : 30 RTS Tail ; 10

ti¥lpe Blaud Plarity S)top |
Fllow Hlead Tlail #{U)ne (ESC) 7 U |

{+30n (81Hark (3)%pace (-)O0FF
[TICoarselp {11Finellp {21Finelown [6)Coarselown

ti¥lpe EBland Plarity %)top
Fllow Hlead Tlazl #iUlne A{ESC) T <-——

Elthernet DICP Shtats nlViram l
PeiTlmaruPort  relBloat (FSCY 7D ‘
|
|

NCP Wnit I0D0 5 1
Lizten OCP : OVER SCRIML

UinitlD Llisten (CSC) 7

I

Fig. 13 - The procedure for setting the DCP address on the NetGuardian E16 DX G2 via the TTY interface.
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Once the TTY connection has been established,

Login using admin; dpstelecom

Press'C' for Configure

Press'D' for DCP

Type'1,'2, or '3 to set the DCP address to 1, 2, or 3. The address will be displayed.
Reboot the E16 DX to activate the new address

a~hwdNhdRE

11 Updating Firmware with dsPICLoader

[[" dsPICLoader Versior [
Debug Help
-4
1. S5elect File:
| RLS
I 2. Select Comport: 3. Start Load:
i 1 « Start
|
||
|| Elapsed: Throughput:

Fig. 14. dsPICLoader screen

To update the NetGuardian E16 DX G2 firmware using dsPI CLoader with firmware you have downloaded from
dpstele.com, follow these steps:

1. Connect to the USB Port (See: Connecting via the USB port)
2. Select atask file by clicking the browser button next to the Select File: box.
3. Click the Start button. The firmware upgrade will be automatically uploaded to the NetGuardian E16 DX G2.

While uploading, the dsPICLoader screen will display the elapsed time and throughput of the upload to the
NetGuardian E16 DX G2.

4. Once the firmware upload is finished, click the X to exit dsPICL oader.
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12 Updating Firmware via the web

To access the Firmware Load screen, click on the Provisioning > System menu. At the bottom of this screen,
click the Restore Configuration link located in the System Controls section.

DPS Telecom

NetGuardian DX E16 G2

Network Monitoring Solutions “ Upload \’.ogout {admin)

Monitor

Alarms
Controls

Pruvisiunini

To upload firmware, click on Upload on the top right corner of the web interface

System Settings

Global Settings
Name NetGuardian DX E16 G2

Location Fresno. CA

Contact 559-454-1600

At the Firmware Load screen, simply browse for the firmware update you've downloaded from www.dpstele.com and

click Upoad.

DPS Telecom

Upload (conhig, voice, irmware, web, or bundle)

Mo file selected.

Browse... for downloaded firmware upgrade


http://www.dpstele.com
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13 Operations

13.1 Front and Rear Panel LEDs

The bicolor LEDs on the front panel of the NetGuardian E16 DX G2 provide visual feedback of communication,
configuration, and alarm status.

Refer to Table F for front panel LED status display explanations.

LED State Descr iption
Craft Blink Red Receiving data on craft port
Blink Green Tranamitting data on craft port
Satus Blink Green NetGuardian E16 G2 is monitoring
Alarm Blink Red Alamms are active
Off No active alarms
Error Blink Red For Future Use
Blink Green For Future Use
Primary Blink Red Recelving data on primary serid port
Blink Green Trangmitting data on primary serid port
Power Solid Green Unit is powered

Table. F. Front panel LED status chart.
The A and B LED will be solid green if power is connected correctly, or be unlit when power is not connected.

The FA LED will be solid red on a fuse failure.
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14 Provisioning Menu

Configuration is performed from the Provisioning menus (the menu options in green on the left-side of the web
interface). The following pages provide a brief description of the options available in each menu.

Saving Configuration Changes to the NetGuardian E16 DX G2:

At the bottom of each screen you access from the Provisioning Menu, you will see a Save button. Clicking Save
will cache your changes locally. The web interface will then prompt you to either Write your changes to the unit or
Reboot the unit for changes to take effect in the top-left corner of your browser. The relevant options will be
highlighted in the Device Access options.

Note: If the unit prompts you to both Write changes to the unit and Reboot, you will Write your changes first.
Rebooting before without writing to the unit (if a Write is required) will cause you to lose your configuration changes.

[I:'IeaSe WRITE to the unit after you are finished with your changes!
Please REBOOT the unit for changes to take effect!

Status messages on the NetGuardian E16 G2 Device Access menu, inform you how to implement your changes

Device Access Device Access
Backup Config Backup Config

Read Read

Initialize
Reboot Reboot

The control menu highlights items that must be completed for your changes to take effect
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14.1 System

From the Provisioning > System menu, you will configure and edit the global system, call, T/Mon and control
settings for the NetGuardian E16 DX G2.

System Settings
Global Settings

Name

Location

Contact

MetGuardian DX E16 G2
Fresno, CA

555-454-1600

DCP Responder Settings

@ DCP over Serial

DCP Address

3

Unit Configuration

Backup Config

Initialize

Save

config.bin

The Provisioning > System menu

Global System Settings

Name A name for this NetGuardian E16 DX G2 unit. (Optional field)
Location The location of this NetGuardian E16 DX G2 unit. (Optional field)
Contact Contact telephone number for the person responsible for this NetGuardian E16 DX G2

unit. (Optional field)

DCP Responder Settings (For use with T/Mon)

DCP Address

User-definable DCP_Address.

Unit Configuration

Backup Config

Opens up a dialog box that lets you save the current configuration.

Initialize

Restores configuration to factory settings (requires password).
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14.2 Ethernet

The Edit > Ethernet menu allows you to define and configure Ethernet settings.

Ethernet Settings

MAC Address
Host Name
Enable DHCP
Unit IP
Subnet Mask
Gateway
DNS Server 1

DNS Server 2

Save

0:10:81:0:6f:19

@)
206.169.87.183 (206.169.87.183)
255.255.255.240 (255.255.255.240)
206.169.87.177 (206.169.87.177)
8.888 (8.8.8.8)
4444 (4.4.4.4)

The Provisioning > Ethernet menu

Ethernet Settings

MAC Address

Hardware address of the NetGuardian E16 DX G2. (Not editable - For reference only.)

Host Name

Used only for web browsing. Example: If you don't want to remember this NetGuardian
E16 DX G2's IP address, you can type in a name is this field, such as CV16. Once you
save and reboot the unit, you can now browse to it locally by simply typing in "CV16" in
the address bar. (no "http://" needed).

Enable DHCP

Used to turn on Dynamic Host Connection Protocol. NOT recommended, because the
unit is assigned an IP address from your DHCP sener. The IP you've already assigned to
the unit becomes inactive. Using DHCP means the unit will NOT operate in a T/Mon
environment.

Unit IP

IP address of the NetGuardian E16 DX G2.

Subnet Mask

A road sign to the NetGuardian E16 DX G2, telling it whether your packets should stay on
your local network or be forwarded somewhere else on a wide-area network.

Gateway

An important parameter if you are connected to a wide-area network. It tells the
NetGuardian E16 DX G2 which machine is the gateway out of your local network. Set to
255.255.255.255 if not using. Contact your network administrator for this info.

DNS Server 1

Primary IP address of the domain name sener. Set to 255.255.255.255 if not using.

DNS Server 2

Secondary IP address of the domain name sener. Set to 255.255.255.255 is not using.

Note: DNS Sener settings are required if a hostname is being used for ping targets.
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15 Monitoring via Web Browser

15.1 Alarms

This selection provides the status of the base alarms by indicating if an alarm has been triggered. Under the State
column, the status will appear in red if an alarm has been activated. The status will be displayed in green when the
alarm condition is not present.

Alarms
|
Id Description Display Map State
1 ALARM 1 Clear
2 ALARM_ 2 Clear
3 ALARM 3 Clear
4 ALARM_4 Clear
5 ALARM_5 Clear
6 ALARM_B6 Clear
7 ALARM_7 Clear
8 ALARM_B Clear
] ALARM 9 Clear
10 ALARM_10 Clear
11 ALARM_11 Clear
12 ALARM_12 Clear
13 ALARM_13 Clear
14 ALARM_14 Clear
15 ALARM_15 Clear
16 ALARM_16 Clear

Click on Alarms in the Monitor menu to see if any base alarms have been triggered.
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15.2 Controls

1. Select Controls from the Monitor menu.
2. Under the State field, you can see the current condition of the control.
3. Toissue the control, click on a command (OPR - operate, RLS - release, or MOM - momentary)

Controls

Id Description Display Map State Command
1 CONTROL_1 Released | oPR || RLS || mMOM |
2 CONTROL_2 Released | oPR || RLS || MOM |
3  CONTROL_3 Released | oPR || RLS || MOM |
4 CONTROL_4 Released | OFR || RLS || MOM |
5 CONTROL_S Released | oPR || RLs || MOM |
6 CONTROL_6 Released | oPR || RLS || mMOM |
7  CONTROL_7 Released | oPR || RLS || MOM |
8  CONTROL_8 Released | oPR || RLS || MOMm |
9  CONTROL_9 Released | oPR || RLS || mOMm |
10 CONTROL_10 Released | oPR || RLs || MOM |
11 CONTROL_11 Released | oPR || RLS || MOM |
12 CONTROL_12 Released | oPR || RLS || MOM |
13 CONTROL_13 Released | oPR || RLS || MOMm |
14 CONTROL_14 Released | oPR || RLS || MOM |
15 CONTROL_15 Released | oPR || RLS || mMOM |
16 CONTROL_16 Released | oPR || RLS || MOM |
View and operate control relays from the Monitor > Controls menu
Control Relay Operation
ID ID number for the control relay.
Description Description for the NetGuardian E16 DX G2's control relay defined in the Provisioning
> Controls menu.
State Status of the control relay. Can either be Released or Latched.
OPR - Latch the relay.
Command RLS - Release the_z relay. _
MOM - Momentarily latch the relay, then automatically release the relay. The

duration of the latch is defined in the Provisioning > Controls menu.
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16 Device Access Descriptions

The Device Access options, listed in pink on the left side of the web interface, provide options for generating reports,
updating the NetGuardian E16 DX G2's firmware, and rebooting the unit. Click any of the options under Device
Access to perform the desired action.

The control menu is located in the bottom left of the web interface

Device Access Option Description
Backup Config Backs up the units configuration settings
Read Reads a configuration file from the unit

Commits all changes made in the web interface to the NetGuardian E16 DX G2's non-
wlatile memory

Initialize Sets the unit's configuration to factory default values

Reboot Reboots the NetGuardian E16 DX G2.

Write
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17 Technical Support

DPS Telecom products are backed by our courteous, friendly Technical Support representatives, who will give you
the best in fast and accurate customer senice. To help us help you better, please take the following steps before
calling Technical Support:

1. Check the DPS Telecom website.
You will find answers to many common questions on the DPS Telecom website, at http://www.dpstele.com/
support/. Look here first for a fast solution to your problem.

2. Prepare relevant information.
Having important information about your DPS Telecom product in hand when you call will greatly reduce the time it
takes to answer your questions. If you do not have all of the information when you call, our Technical Support
representatives can assist you in gathering it. Please write the information down for easy access. Please have
ready your:

» User Manual
» Hardware Serial Number

3. Have access to troubled equipment.
Please be at or near your equipment when you call DPS Telecom Technical Support. This will help us solve your
problem more efficiently.

4. Call during Customer Support hours.
Customer support hours are Monday through Friday, from 7 A.M. to 6 P.M., Pacific time. During these hours
Technical Support representatives are on duty in our fully equipped simulation lab. They can simulate your problem
and connect to your equipment via modem.

Emergency Assistance: Emergency assistance is available 24 hours a day, 7 days a week. For emergency
assistance after hours, allow the phone to ring until it is answered with a paging message. You will be asked to enter
your phone number. An on-call technical support representative will return your call as soon as possible.

18 End User License Agreement

All Software and firmware used in, for, or in connection with the Product, parts, subsystems, or derivatives thereof, in
whatever form, including, without limitation, source code, object code and microcode, including any computer
programs and any documentation relating to or describing such Software is furnished to the End User only under a
non-exclusive perpetual license solely for End User's use with the Product.

The Software may not be copied or modified, in whole or in part, for any purpose whatsoever. The Software may not
be reverse engineered, compiled, or disassembled. No title to or ownership of the Software or any of its parts is
transferred to the End User. Title to all patents, copyrights, trade secrets, and any other applicable rights shall
remain with the DPS Telecom.

DPS Telecom's warranty and limitation on its liability for the Software is as described in the warranty information
provided to End User in the Product Manual.

End User shall indemnify DPS Telecom and hold it harmless for and against any and all claims, damages, losses,
costs, expenses, obligations, liabilities, fees and costs and all amounts paid in settlement of any claim, action or
suit which may be asserted against DPS Telecom which arise out of or are related to the non-fulfillment of any
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covenant or obligation of End User in connection with this Agreement.

This Agreement shall be construed and enforced in accordance with the laws of the State of California, without
regard to choice of law principles and excluding the provisions of the UN Convention on Contracts for the
International Sale of Goods. Any dispute arising out of the Agreement shall be commenced and maintained only in
Fresno County, California. In the event suit is brought or an attorney is retained by any party to this Agreement to
seek interpretation or construction of any term or provision of this Agreement, to enforce the terms of this
Agreement, to collect any money due, or to obtain any money damages or equitable relief for breach, the prevailing
party shall be entitled to recower, in addition to any other available remedy, reimbursement for reasonable attorneys'
fees, court costs, costs of investigation, and other related expenses.



Warranty

DPS Telecomwarrants, to the original purchaser only, that its products a) substantially conformto DPS published
specifications and b) are substantially free fromdefects in material and workmanship. This warranty expires two years fromthe
date of product delivery with respect to hardware and ninety days fromthe date of product delivery with respect to software.
If the purchaser discovers within these periods afailure of the product to substantially conformto the specifications or that
the product is not substantially free fromdefects in material and workmanship, the purchaser must promply notify DPS. Within
reasonable time after notification, DPS will endeavor to correct any substantial non-conformance with the specifications or
substantial defects in material and workmanship, with new or used replacement parts. All warranty service will be performed at
the company's office in Fresno, California, at no charge to the purchaser, other than the cost of shipping to and from DPS,
which shall be the responsiblity of the purchaser. If DPSis unable to repair the product to conformto the warranty, DPS will
provide at its option one of the following: a replacement product or arefund of the purchase price for the non-conforming
product. These remedies are the purchaser's only remedies for breach of warranty. Prior to initial use the purchaser shall have
determined the suitability of the product for its intended use. DPS does not warrant a) any product, components or parts not
manufactured by DPS, b) defects caused by the purchaser's failure to provide a suitable installation environment for the
product, c) damage caused by use of the product for purposes other than those for which it was designed, d) damage caused
by disasters such as fire, flood, wind or lightning unless and to the extent that the product specification provides for
resistance to a defined disaster, €) damage caused by unauthorized attachments or modifications, f) damage during shipment
fromthe purchaser to DPS, or g) any abuse or misuse by the purchaser.

THE FOREGOINGWARRANTIESAREIN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDINGBUT
NOT LIMITED TOTHEIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFORA PARTICULAR
PURPOSE

In no event will DPS be liable for any special, incidental, or consequential damages based on breach of warranty, breach of
contract, negligence, strict tort, or any other legal theory. Damages that DPSwill not be responsible for include but are not
limited to, loss of profits; loss of savings or revenue; loss of use of the product or any associated equipment; cost of capital;
cost of any substitute equipment, facilities or services; downtime; claims of third parties including customers; and injury to
property.

The purchaser shall fill out the requested information on the Product Warranty Card and mail the card to DPS. This card
provides information that helps DPS make product improvements and develop new products.

For an additional fee DPS may, at its option, make available by written agreement only an extended warranty providing an
additional period of time for the applicability of the standard warranty.

Technical Support

If apurchaser believes that a product is not operating in substantial conformance with DPS published specifications or there
appear to be defects in material and workmanship, the purchaser should contact our technical support representatives. If the
problem cannot be corrected over the telephone and the product and problem are covered by the warranty, the technical
support representative will authorize the return of the product for service and provide shipping information. If the product is
out of warranty, repair charges will be quoted. All non-warranty repairs receive a 90-day warranty.



"We protect your network like
your business depends on it." ™

:) DPS Telecom

“Your Fartners in Network Alarm Monilaring”
www.dpstelecom.com

4955 E. Yale « Fresno, CA 93727
(559) 454-1600 « (800) 622-3314 « (559) 454-1688 fax
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