)*>DPS Telecom

“Your Partners in Network Alarm Management”

Problem: Unable to Setup an SNMP Trap Processor Job
Platform: T/Mon — IAM

Configuring your T/Mon — IAM to receive and process SNMP
traps can enhance your monitoring considerably. The SNMP
setup process requires the setup of an SNMP trap processor
job on the T/Mon. Use the following “techno knowledge”
paper to setup an SNMP trap processor job on the T/Mon —
IAM for the first time, or to troubleshoot common issues.

This “techno knowledge” paper can help you if:
e You are unable to setup an SNMP trap processor job

NOTE: In order to receive and process traps, the SNMP Trap Processor module
(DPS Part # D-SK-490-10A-00) must be loaded on the T/Mon

Quick Reference Chart

(for more details, review the troubleshooting checklist, starting on page 2 of this guide)

START HERE
Confirm that T/Mon has : Create a job for
Define a data
the Trap Processor ) > SNMP trap
. connection .
module installed processing
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Troubleshooting Checklist

NOTE: In order to receive and process traps, the SNMP Trap Processor module
(DPS Part # D-SK-490-10A-00) must be loaded on the T/Mon.

o Confirm T/Mon has trap processor module installed

o If you have already processed SNMP traps on the T/Mon, you may skip this step.

o Ifthis is your first time setting up SNMP, however, please note that in order to
receive and process traps, the SNMP Trap Processor module (DPS Part # D-SK-
490-10A-00) must be loaded on the T/Mon.

o To verify you have this module installed, navigate to “Diagnostics --> Installable
Modules --> Installation Status”. Look for SNMP Trap Processor, and the phrase
"Installed" to the left of it.

= [fthe SNMP Trap Processor module is not on your system, contact Sales
at (800) 622-3314

F o T/AccessMW o ] 5 |
Settings  Refresh  Conmnecktion  Help
m&ﬂmhﬁ%%$ﬂmm¢+HhﬂﬂﬂhﬂﬂﬁhﬂﬂWhMﬂmhq
Installable Options

255 PORTS ¥.25 Audit

255 PORTS DTHF On-Call

255 PORTS Teltrac Interrogator

255 PORTS HTTPS (SSL) Web Server

255 PORTS Badger Interrogator

INSTALLED Remote Access System Port License

INSIALED  General-purgose (0D Disploy (610
I THSTALLED SHHP TRAP Processor

Lo T UMD L£12¥ LIILENruyawur

255 PORTS THonNRI Responder

299 PORTS TABS Responder

299 PORTS LARSE Interrogator

255 PORTS THonNRI Interrogator

255 PORTS DS5000 (DCPF Interrogator)

299 PORTS Modbus Interrogator

255 PORTS JACE 5¥¥ (Modbus Interrogator)

255 PORTS Hard Drive Mirroring

299 PORTS CSH Interrogator

255 PORTS THon SOL

— more T
[DPS]

Navigate to the following listing of installed and installable modules to verify that you have the
SNMP Trap Processor module installed on your T/Mon system.
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o Define a data connection

o

O O O O O O

F I T/AccessMW

Navigate to Parameters - Remote Ports

Press ‘F’ for find

Enter port 28

Press F1 to create a new data connection

Find an unused entry and press the TAB key to bring up a list of default values.

Choose UDP

Enter port 162 and a description for the data connection.

= NOTE: SNMP traps are typically sent over UDP and to port 162, but it is

possible to send them over TCP and on any port. Verify with the
manufacturer of the device that SNMP traps are being sent over UDP to
port 162

I [

Settings Refresh Connection  Help

Ethernet TCP Port Definition
TCP

Ent Type IP/Hostnhame Port Description

TCP

(Yalool NEaydy Fo L abNoN)

FTP Server

TELNET-RAW 192.168.1.1600 FTP Data Transfer

Incoming Traps

Choose ‘UDP’, Port 162, and enter a description, such as ‘Incoming Traps’
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o Create a job for SNMP trap processing

Navigate to Parameters = Remote Ports.
Find a HALTED job above 47
= Remember, 30-47 are reserved for remote access
Press ‘E’ to edit, and ‘TAB’ to enter the list
Choose “SNMP TRAP processor” from the list
Enter a description for the job
Enter the community string programmed into the device that will be sending the
traps
=  NOTE: Community strings are case sensitive

F L T/AccessMW i =101 ]

Settings  Refresh  Connection  Help

Ezc| Enter | Tab 1-'} Home| End) Pglip| PgDi

W= —

Flind, E)dit, N)ext, >)Next Used, Plrev, <JPrev Used, Qluit :

Job
Port Usage : SNMP TRAP Processor

T/HonkH
Remote Parameters

: 10 <No Data Connection>

Description : Incoming Traps
Log Activity : _
Community String : public

Press the TAB key to enter the list, choose “SNMP TRAP Processor”, and enter a description and case-sensitive

O O O O O

community string for the job.

You should now see "<No Data Connection>" flashing at the top of the screen
Press ‘F6’ to assign the data connection set up previously

Press the TAB key to enter the list

Choose the UDP port 162

Press enter, assigning this data connection to this job
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F T/AccessMW N ] 3

Settings Refresh Connection  Help

T/MonXM
Data Connection Assignment
Job : 70 Usage : SNMP TRAP Processor
Data Connection : NONE

[weldalae REsE i |

Incoming Traps (UDP Port 162)

Press the TAB key to enter the list, and select UDP Port 162 as the data connection assignment

If you continue to have issues setting up an SNMP trap processor job, please contact DPS Telecom Tech Support.
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