)*>DPS Telecom Fechrio Knowledge” Paper

“Your Partners in Network Alarm Management”

Problem: Unable to Proxy through NetGuardian to Another Device
Platform: NetGuardian

¢ Telnet 192.168.1.1

Establishing a proxy connection to a device through the Microsoft Windows RP [Uersio
(C> Copyright 1985-28081 Micr

NetGuardian allows you to quickly access that device from a

. . . . . C:x>Telnet 172.168.1.1 2802
remote location. Setting up a proxy connection involves just a few |[fNSSEroE METTISTI IR TN
quick steps. Use the following “techno knowledge” paper to
troubleshoot common connection issues.

This “techno knowledge” paper can help you if:
¢ You are unable to proxy to another device through a NetGuardian

Quick Reference Chart

(for more details, review the troubleshooting checklist, starting on page 2 of this guide)

START HERE
Telnet to the Did Manual
Use the Correct .| NetGuardian and | Navigation
Port | Navigate to the Establish a
Desired Port Connection?
YES
l NO
. \ 4
Bg/llﬂcga":leeﬁgaggﬁ:at B Check for Firewall | Set Port's Type to
. ) Issues ) TCP/HTCP/RTCP
to External Device
\ 4
. Verify the Cabling
Netcg/lfe:g:r:aitstrc?utin - Between the .| Contact DPS Telecom
9 "| NetGuardian and the - Tech Support
correctly .
External Device
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Troubleshooting Checklist

o Telnet to the correct port.
o The factory default is data port 1 on TCP port 3000, but this setting is
customizable. Data ports 2 through 8 will follow consecutively after the first port
(ex. 3001, 3002, 3003).

fee Device Edit Connect  Help
D(E| &&] sl=e =& 2

System | Login- Parts | wiah | SNMP | Fier IP4 | Notficatic

—Option

MGDOdx Unitz IEI Dizabled

— Craft Port

Baud Rate |3600 Bt
“WWord Format IBN‘I "I

LAk Ethernet Port

Uit Address |255.255.255.255
Subnet Mazk |255.255.255.D
5 ateway |255.255.255.255

—Global Ethernet Options

DMS Address |255.255.255.255
Frowsy Base 3000

Enable DHCF [
Base AL |

To view or change your current port configuration, locate “Proxy Base” field on the “Ports” tab of your
NetGuardian configuration software. NOTE: You must write the configuration file from your PC to the
NetGuardian before any changes will take effect.

If you are attempting to Telnet to the correct port and still have a problem, proceed to the next step:
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o Telnet to the NetGuardian configuration screen and navigate to the
desired port.
o Two common Telnet clients that may be used are:
=  Windows Command Prompt, and
= HyperTerminal

Windows Command Prompt

¢ Telnet 192.168.1.1

Microsoft Windows XP [Uersion 5.1.2688]
C(C» Copyright 1985-208@1 Microsoft Corp.

G:~>Telnet 192.168.1.1 2882
Connecting To 192 _168.1.1__.

In the Command Prompt window, type “Telnet”, the NetGuardian’s IP address, and “2002”. Press Enter.

Pacoupied o SEesse et

NetGuardian v3.11.69812

Cronfig Plroxy Tlelnet Dlebugy edB)it

If the connection is successful, you will be prompted for a password (default password is “dpstelecom”).

HyperTerminal

¥ 2 MetGuardian

Enter details for the host that you want to call:

Host address:  [192.166.1 .1

Part nurmber: |2DIZIZ1

Connect using: ITEF'.-'IP [Winzock) j

Ok, I Cancel |

Create a new connection by entering the NetGuardian’s IP address and port number 2002.

& NetGuardian - HyperTerminal
File Edit Wiew Cal Transfer Help

P L —
NetGuardian v3.11.0012
Clonfig Plroxy Tlelnet Dlebug e{X)it

If the connection succeeds, enter a password (default password is “dpstelecom”) to log on.
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C:n>Telnet 192.168.1.1 2882

Connecting To 192.168.1.1...Could not open connection to the host. on port 26002:
Connect failed

If the connection attempt fails,
please review “Unable to Telnet to NetGuardian - Techno Knowledge Paper” for further assistance

et Telnet 126.10.230.205

Availahle Data Ports:

C> Craft C(In use’
M> Modem

1>

22

3>

4>

5>

6

el
8> GLD-BSU Met C(In usel
Proxy to @ Mdodem 1> 2> 3> 4> 5> 6> 7> (ESC> 7

After entering your password, press ‘P’ to see a list of available ports.
Select the desired port from the list.
If the port is not listed, another device is using the port.

If this proxy connection fails, skip ahead to “Check the baud rate and format”

If this proxy connection is successful, proceed to the next step:

o Set the port’s type to TCP, HTCP, or RTCP.

p&l Fing Targetsl ﬂ.nalngsl Event Quall Helaysl Timersl Time Settingsl

Baud S Frnt CR= In CR¥ 0wt | RTS Head | RTS Tail F'DrtT_l,lpe|
115200 ¥ |8NT ¥ |[lgnoe ¥ |lgnoe ¥ 0 o [tce =

—>

On the “Ports” tab of your NetGuardian configuration software, set the port’s type to the appropriate setting.

If you are still unable to proxy to your other device through the NetGuardian, check for firewall issues.
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o Match the NetGuardian baud rate and format to the external device
O Check the baud rate on the port
O Check the format (data/parity/stop bit)

o Verify that the NetGuardian is routing correctly.
o The first portion of this step may also be performed remotely via Telnet.

15253 4 5006 708

900000090

Locate these lights on the front of the NetGuardian

Debug Filter Options

ALM :0OFF £f> FIPC :0FF LCD :0FF —— :0FF
ALG :0OFF F> FTIPD :0FF MDM :OFF RPT :0FF
CFG :0FF g> GLD :0OFF —— :0FF SNMF :0OFF
CTL :0FF h> HTML :0QFF 0588 :0FF STAK :0FF
DCP :0FF H> HACS :QFF —— :0FF TERM :0FF
DEV :0FF i PNG :0QFF SP0 :0FF —— :0FF
EAP :0FF k> S8KT :0OFF PPF :0FF +» HITP :0FF
ECU :0FF 1> LED :0FF gQaCc :0FF W> WEB :0FF

Prezsz “R" for routing tahle "' for DUART status
"I'" for task status "B for BAC status points
"M to Clear all filters 2" to Display this Help
<ESC>» to Quit

<Press "?'" for Help><{Press "?" for Helpr_

If you are not at the NetGuardian’s location, open a second Telnet connection and press ‘D’

Data Ports
2345678

| I~

c
F
G
G
G

oo | =T

Press ‘I’ (lowercase) to see the current status of the front panel LEDs. (‘-* is off, ‘G’ is green, ‘R’ is red)
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‘Data Ports |
1= 2. 3 4 5,678
990000090

Proxy to the desired port and press a key. The corresponding light should flash green.

rd

If a different light turns green, check the NetGuardian database for a configuration issue.

If the correct light flashes green, short pin 2 to pin 3 on the data port connector and repeat the test.

: ‘Data Ports |
1= 2: .34 55,06 7k8
9900060009

Repeat the test by pressing a key. The light should flash green, then red. On your PC,
you should see an echo of the keys that you type.

If you still cannot proxy to an external device through the NetGuardian, proceed to the next step:

o Verify the cabling between the NetGuardian and the external device
o Verify the port of the external device
®  Was the external device configured with a laptop before it was connected
to the NetGuardian? If so, reconnect to the device with a laptop.
e [f the connection fails, the external device may have a bad serial

port.
e [fthe connection is successful, check the baud rate and data format
of your laptop and configure the NetGuardian with the same

settings.
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O Verify the pin-out of the device
®  When connecting to the device with a cable, was the cable straight-
through or modified?
e [fit was straight-through, you must null the cable between the
NetGuardian and the device.
e [fit was modified, you will need to find or create a pin-out of the
cable. A pin-out can be created with an ohmmeter.
If the device is a DTE device:
O Connect the transmit pin of the NetGuardian to the receive
pin of the device
O Connect the receive pin of the NetGuardian to the transmit
pin of the device
O Connect the two ground pins together

O Use a blinker box to check the state of the pins on your PC and the NetGuardian
® The PC’s RS-232 port pins should have the same state as those on the
NetGuardian.

ILuovuuuLul

Use a blinker box to test pin states.

O Determine whether the device requires handshaking
* You may be able to work around many problems by, for example, looping
RTS to CTS and DTR to DCD on the device.

If you remain unable to proxy to an external device through the NetGuardian,
please contact DPS Telecom Tech Support.

ProxyThroughNG.doc 10/9/2006 Page 7 of 7



